A note from the student behind this lab

This is an independent, free, learning-only student project. It respects every company

and vendor, and every trademark belongs to its owner. It is not affiliated with or endorsed
by any of them.

If anyone has a concern, the content will be removed or corrected promptly: please write via

https://cyphermonkeylabs.com/#contact. Nothing here is sold, and I am happy to volunteer
for any organization.
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TLS and identity

STIR is RFC 8224, PASSporT is RFC 8225, certificates are RFC 8226, and the SHAKEN extension
is RFC 8588. Attestation levels are ATIS.

The IETF pieces

STIR, RFC 8224, puts a signed identity in the SIP Identity header. The token format is
PASSporT, RFC 8225, and the certificates used with that signature are RFC 8226.

RFC 8588 is the SHAKEN PASSporT extension, and it is how a SHAKEN profile rides on the
IETF token. Verification that fails, or an Identity header that is absent, means you do not
present the From value as STIR-authenticated.

Attestation levels are ATIS

Attestation levels people label A, B, and C are an ATIS SHAKEN concept. They are defined by
ATIS SHAKEN specifications, and you confirm the current ATIS document before you teach or
display those levels. This lesson does not invent an ATIS document number or a date.

The FCC call-authentication page is the public regulator summary to cite beside those
specifications. P-Asserted-Identity does not fill in for a missing Identity header, and a failed
signature stays failed.

Room: STIR, PASSporT, and SHAKEN

Sources and go deeper

e RFC 8224 — last checked 2026-10
e RFC 8225 — last checked 2026-10
e RFC 8226 — last checked 2026-10
e RFC 8588 — last checked 2026-10
e FCC call authentication — confirm
e RFC 3325 — last checked 2026-10
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file:///workspace/rooms/T07-stir-shaken.html
https://www.rfc-editor.org/rfc/rfc8224
https://www.rfc-editor.org/rfc/rfc8225
https://www.rfc-editor.org/rfc/rfc8226
https://www.rfc-editor.org/rfc/rfc8588
https://www.rfc-editor.org/rfc/rfc3325
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