A note from the student behind this lab

This is an independent, free, learning-only student project. It respects every company

and vendor, and every trademark belongs to its owner. It is not affiliated with or endorsed
by any of them.

If anyone has a concern, the content will be removed or corrected promptly: please write via

https://cyphermonkeylabs.com/#contact. Nothing here is sold, and I am happy to volunteer
for any organization.
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NAT, STUN, TURN, and ICE

ICE is RFC 8445, which obsoletes RFC 5245. Candidates are host, srflx, prflx, and relay.

The current ICE specification

ICE is RFC 8445, which obsoletes RFC 5245. The RFC Editor status banner is the authority for
that status. Each side gathers candidates and puts them in SDP, then both sides run
connectivity checks and nominate a pair that actually passes packets.

The candidate types are host, srflx, prflx, and relay, and each one names a different place
the media address came from. A host candidate is a local interface, srflx is the server-
reflexive address from STUN in RFC 8489, and relay is the TURN address from RFC 8656. A
prflx, or peer-reflexive, candidate appears when a check arrives from an address that was
not already in the list.

Checks, not the order of the lines

A higher-priority candidate is not used until a check succeeds. ICE can nominate a relay even
when a host candidate is listed first, if the host candidate cannot receive packets from the
peer.

c=remains in the SDP for agents that do not do ICE, and ICE agents still follow the check
result for media. Do not delete the candidate lines and keep only c= when you meant to run
ICE.

Room: ICE candidate types

Sources and go deeper

e RFC 8445 — last checked 2026-10
e RFC 8489 — last checked 2026-10
e RFC 8656 — last checked 2026-10
e RFC 8866 — last checked 2026-10
e RFC 3264 — last checked 2026-10
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