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Firewall cheat sheet
Phone to CUCM: 69/UDP, 6970/TCP, 5060, 5061, 2000 or 2443, 3804
Gateway to CUCM: 2427/UDP or 1720/TCP, plus RTP
RTP between media hosts: UDP 16384–32767 unless you have changed it
Apps to CUCM: 2748/2749 CTI, 8443 AXL
CUCM to the world: 123 NTP, 389/636/3268/3269 LDAP, 443 CSSM, 22 backup
Keep ephemeral 32768–61000 open on the node or phones drop

Source: CUCM 15 TCP and UDP port usage.
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Protocol and ports. Cisco Expressway IP port usage (X14.3 and X15.0).
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-0/ip-port/exwy_b_cis
co-expressway-ip-port-usage-configuration-guide-x15.html. last checked 2026-10
Protocol and ports. CUCM 15 TCP and UDP port usage.
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/15/systemConfig/cucm_b_system-configu
ration-guide-15/cucm_m_tcp-and-udp-port-usage-12-0.html. last checked 2026-10
RFC. RFC 3550, RTP. https://www.rfc-editor.org/rfc/rfc3550. last checked 2026-10
RFC. RFC 8445, ICE. https://www.rfc-editor.org/rfc/rfc8445. last checked 2026-10
Community. Cisco Community, Collaboration knowledge base.
https://community.cisco.com/t5/collaboration-knowledge-base/tkb-p/4691-docs-collaboration-voice-vide
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Wikipedia. Real-time Transport Protocol (Wikipedia).
https://en.wikipedia.org/wiki/Real-time_Transport_Protocol. last checked 2026-10


